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Abstract: 
 
Wireless sensor networks (WSNs) are now being deployed for national and global 
security as well as for securing critical infrastructures via situation monitoring, data 
gathering and aggregation, and intelligence extraction from physical phenomena. Thus, 
providing high information assurance in WSNs is crucial, more so in unattended and 
hostile environments. However, due to severe resource limitations, wireless sensor nodes 
are extremely vulnerable to adversaries, often leading to revealed secrets and security 
breaches. An adversary can launch an attack by physically capturing a node, or carefully 
analyzing communication and battery usage patterns, or via cyber attacks such as virus 
spreading over wireless links. The consequence can be catastrophic as a compromised 
node can further launch internal attacks such as forged data, fake commands, and virus 
spreading where cryptographic techniques are merely futile. This calls for rigorous 
mathematical models for vulnerability analysis in WSNs. 
 
In this talk, we will develop a novel multi-layer integrated security framework to help 
detect, revoke, isolate, and purge compromised nodes in WSNs. Our framework is based 
on a rich set of theoretical and practical design principles, such as epidemic theory, 
trust/reputation model, information theory, and digital watermarking techniques. 
Specifically, we will discuss how to: 1) characterize and measure trust to effectively 
detect malicious sensor nodes (internal attackers), thus resulting in secure aggregation 
against possible false data injection; 2) model the speed of malware propagation based on 
epidemic theory, leading to novel defense mechanisms to control possible outbreaks; and 
3) design digital watermarking based aggregation scheme to correct tampered data. 
The talk will be concluded with open issues and challenges in WSN security. 
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